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Code of Conduct & Ethics 
 

All Suppliers are expected to conduct business in a responsible, ethical, and lawful manner. This Code outlines 
the standards we expect Suppliers to uphold when working with or on behalf of CEA. 

This Code should be read in conjunction with our Supplier Form and any Terms and Conditions that exist between 
the Supplier and CEA. 

This Code describes a common set of expectations for us and our Suppliers conduct. A key element is that we all 
abide by applicable laws and regulations. To the extent any local law or regulation is more restrictive than this Code, 
local law or regulation governs.  

This Code applies to all Suppliers. When we say ‘we’, ‘our’ or ‘us’ we’re referring to CEA. 

 

Compliance with Standards & Certifications 
Suppliers are expected to maintain or demonstrate compliance with internationally recognised standards (or 
CEA’s own management system), including: 

• ISO 9001 – Quality Management Systems or equivalent 

• ISO 14001 – Environmental Management Systems or equivalent 

• ISO 45001 – Occupational Health and Safety Management Systems or equivalent 

• Cyber Essentials or an equivalent cybersecurity framework appropriate to the nature of the data and 
systems managed. 

Suppliers should be prepared to provide evidence of certification or implementation upon request. 

Commitment to Quality 
Suppliers must ensure that all goods, services, and deliverables meet the agreed specifications, industry 
standards, and applicable legal and regulatory requirements. A robust quality management system should be in 
place to support consistency, traceability, and continuous improvement. Suppliers are expected to monitor 
performance, address non-conformances promptly, and implement corrective actions to prevent recurrence.  

 

Where this is proportionate and applicable, we encourage suppliers to maintain certification to internationally 
recognised standards such as ISO 9001, and to foster a culture of quality throughout their operations and supply 
chains. 

Sustainability & Environmental Responsibility 
We are committed to conducting business in a way that respects and protects the environment, and we expect 
the same from our Suppliers. Suppliers must comply with all applicable environmental laws and regulations in 
the countries where they operate. 

Suppliers are encouraged to take proactive steps to reduce their environmental impact by setting science-based 
targets, lowering carbon emissions, conserving natural resources, and minimising pollution and waste. This 
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includes assessing the environmental impact of their operations and supply chains and implementing measures 
to protect the environment, public health, and surrounding communities. 

Particular focus should be placed on: 

• Reducing carbon footprint and greenhouse gas emissions 
• Improving energy efficiency and conserving water 
• Reducing and responsibly managing waste 
• Using sustainable and ethical supply sources 

We also welcome supplier-led sustainability initiatives and encourage suppliers to share ideas and innovations 
that could deliver greater positive environmental outcomes. 

Health, Wellbeing, & Safety 
Suppliers must provide a safe, healthy, and secure working environment for all workers. As a minimum, this must 
comply with all relevant health, safety, and environmental laws and regulations. Health and safety policies must 
be clearly defined, communicated, and supported through appropriate training and procedures. 

Suppliers are expected to take a proactive approach to health and safety by regularly assessing risks and taking 
action to prevent accidents or harm. We expect suppliers to align with our commitment to high standards of 
health, safety, and wellbeing by: 

• Following all applicable health, and safety regulations. 

• Applying safe working practices in all operations. 

• Focusing on preventing incidents and reducing health and safety risks. 

• Developing and maintaining effective emergency response plans and training staff accordingly. 

• Delivering goods and services that are efficient, effective, and safe. 

• Immediately reporting any incidents, unsafe conditions, or safety concerns. 

• Avoiding possession or transport of any contraband or prohibited items. 

• Actively promoting worker wellbeing. 

• Reporting any investigations or contact by law enforcement or regulatory authorities relating to the 
supplier's work with us. 

Supplier Due Diligence 
Suppliers are expected to conduct due diligence across their supply chains to ensure compliance with ethical, 
legal, and human rights standards, including anti-slavery and child labour laws. Our Suppliers are expected to 
ensure that their supply chain adheres to this Code of Conduct in relation to the work being provided for CEA or 
our customers. 

Conflicts of Interest 
Suppliers must disclose any actual or potential conflicts of interest that may improperly influence their business 
relationship with CEA as soon as they become aware. 
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Anti-Bribery & Corruption 
Suppliers must not engage in or tolerate any form of bribery, corruption, extortion, or embezzlement. This 
includes offering or accepting bribes or improper benefits to secure business or influence decisions. 

Suppliers are expected to adhere to all anti-bribery and corruption legislation in all their business activities. 

Equality & Diversity 
Suppliers shall promote equal opportunities and prohibit discrimination based on race, gender, age, disability, 
religion, sexual orientation, or any other protected characteristic. Diversity and inclusion must be embedded in 
recruitment, promotion, and daily operations. 

Discrimination & Harassment 
Discrimination and harassment in any form will not be tolerated. Suppliers must ensure that all individuals are 
treated fairly, respectfully, and with dignity, regardless of race, religion, age, sex, sexual orientation, gender 
identity or expression, disability, nationality, or any other characteristic protected by applicable laws. 

All workers must be free from verbal abuse, physical intimidation, sexual harassment, or any other form of 
threatening or inappropriate behaviour — whether during recruitment, employment, or in the workplace 
environment. Suppliers are expected to maintain a culture of respect and actively prevent discrimination or 
harassment in all aspects of their operations. 

Sexual Harassment 
Suppliers must provide a work environment free from sexual harassment or any form of inappropriate conduct, 
ensuring dignity and respect for all employees and take the appropriate steps to raise awareness in line with 
current legislation. 

Wellbeing & Mental Health 
Suppliers should support the mental and physical wellbeing of their employees by promoting health, safety, and 
access to appropriate resources. 

Modern Slavery & Child Labour 
Suppliers must have zero tolerance to all forms of modern slavery, including forced labour, bonded labour, 
involuntary prison labour, human trafficking, and servitude. Suppliers must not engage in or support the use of 
child labour and must comply with all applicable laws and international standards regarding minimum working 
age and the rights of children.  

Where appropriate, robust policies and due diligence processes must be in place to prevent and address any 
risks of modern slavery or child exploitation within the supplier’s operations and supply chains. Suppliers are 
expected to take immediate action if any such practices are identified and to report serious concerns without 
delay. 

Social Values 
Suppliers are encouraged to create positive social impact through ethical labour practices, fair wages, 
community engagement, and charitable contributions. 

CEA have commitments in relation to Social Values and we may require our Suppliers to commit to these or 
similar as part of the Services being provided to CEA. 
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Living Wage 
We encourage all suppliers to pay their employees the Real Living Wage (or an equivalent local living wage), 
reflecting the true cost of living. Where possible, suppliers should be accredited by recognised living wage 
foundations and apply these principles throughout their own supply chains.  

Drugs, Alcohol, & Criminal Activity 
Suppliers must maintain a safe and lawful work environment. The influence of drugs or alcohol while performing 
duties is prohibited. Involvement in criminal activity may result in termination of the Supplier relationship. 

Integrity of Finances 
Supplier must adhere to good practice, relevant standards and law pertaining to record keeping and retention and 
ensure that they engage in honest and accurate recording and reporting of financial information. 

We are committed to complying with applicable anti-money laundering and anti-terrorism laws. We only conduct 
business with reputable customers and Suppliers involved in legitimate business activities with funds derived 
from legitimate sources. 

 

Prompt Payment Code 
Suppliers should follow fair payment practices, paying their own suppliers and subcontractors promptly and in 
line with the Prompt Payment Code or similar principles. 

Privacy & Data Protection 
Suppliers must comply with all applicable data protection laws (e.g. GDPR) and ensure personal data is 
collected, processed, and stored securely in line with data protection principles and best practice. 

Intellectual Property & Confidentiality 
Suppliers must respect and comply with all intellectual property rights including (but not limited to) copyrights, 
patents, trade marks, and trade secrets. Unauthorised use or disclosure is strictly prohibited. 

CEA depends on information that is unknown or not readily available to the general public. Confidential 
information may belong to CEA, our customers or other third parties. Suppliers with access to confidential 
information belonging to CEA, our customers or associates must use it properly and only in connection with 
CEA’s business and in line with the Services being provided. We expect and require Suppliers to protect 
confidential information against unauthorised disclosure, including inadvertent or accidental disclosures. The 
obligation to safeguard CEA’s confidential information is ongoing, even after the Supplier’s relationship with CEA 
ends. 

When confidential information is improperly disclosed, regardless of why or how disclosure occurred, Suppliers 
are required to promptly notify CEA as soon as possible. 

Employee Social Media & Marketing 
Suppliers should ensure their employees use social media responsibly, avoiding posts that could damage 
reputations or breach confidentiality of CEA. Only authorised individuals should represent our brand online. 

No social media posts or marketing should be published in relation to CEA, our customers, projects, or the 
Services being provided without our prior written consent. 
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Cyber Security & Information Security 
Suppliers must implement appropriate cybersecurity and information security measures to protect systems, 
networks, and data from unauthorised access, breaches, or misuse. This includes safeguarding any confidential, 
personal, or sensitive information shared during the course of business.  

Suppliers are expected to comply with relevant data protection laws and follow best practices in areas such as 
access control, encryption, incident response, and regular system updates. Certification to standards such as 
Cyber Essentials, or equivalent is strongly encouraged. Any actual or suspected data breaches must be reported 
to us without delay. 

Reporting Non-Compliance & Provision of Evidence 
Suppliers are encouraged and expected to proactively report any actual or suspected breaches of this Code of 
Conduct and Ethics, either within their own operations or across their supply chains. Reports should be made 
promptly to their point of contact within CEA and handled in a transparent and cooperative manner. Failure to 
disclose or address non-compliance may result in corrective action or termination of the business relationship. 

Acknowledgment 
By engaging with CEA, suppliers agree to uphold this Code of Conduct and Ethics. Breaches may result in 
corrective actions or termination of the business relationship. 

Upon request, Suppliers must be able to provide relevant documentation, including policies, procedures, 
declarations, certifications, and audit results, as evidence of compliance with the standards outlined in this 
Code. 
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