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1. Scope 
CEA is a company registered in England and Wales under number 11114584. We are also registered with the 
Information Commissioners Office (ICO) under number ZA731336 
(https://ico.org.uk/ESDWebPages/Entry/ZA731336 )  

This Notice relates to information which is obtained by CEA and for which CEA is the Data Controller and the Data 
Processor. This means that we decide on when, what, how, and why the data is collected and used. 

If you have any questions regarding this Notice, please contact our Data Protection Officer by email privacy@cea-
team.com.  

If you are a CEA client, employee, subcontractor or associate, subscriber, or just visiting our website, this Notice 
applies to you. 

2. Definitions 
 

Data information that is processed or intended to be processed, whether it is 
stored electronically or in manual filing systems. This includes personal data 
and sensitive personal data. 

Data Subject an individual who is the subject of the personal data. In other words, it is the 
person to whom the data relates. Data subjects have rights under data 
protection laws, including the right to access their personal data and the 
right to have their data processed fairly and lawfully 

Data Controller an entity or person who determines the purposes and means of processing 
personal data. The data controller is responsible for ensuring that 
processing activities comply with data protection laws. This can be an 
individual, a public authority, an organisation, or any other body that decides 
why and how personal data is processed 

Data Processor an entity or person who processes personal data on behalf of the data 
controller. Data processors act on the instructions of the data controller and 
may include IT service providers, cloud service providers, or other 
organizations that handle personal data on behalf of another entity 

 

3. Data Collection 
From the first moment you interact with CEA, we are collecting data. Sometimes you provide us with data, 
sometimes data about you is collected automatically. 

3.1. When and How we collect data 
Data can be collected in a number ways, for instance: 

 
 You browse any page of our website or social media 
 You request a quote or proposal from us or make an enquiry 
 We contact you directly or via your company 
 You complete our Contact us Form 
 You provide us with a business card or contact details 
 You contact us directly (via the website, email, telephone, at an event, or other way) 
 You opt-in and consent to direct marketing messages or use our social media 
 You or your business contract with us 

https://ico.org.uk/ESDWebPages/Entry/ZA731336
mailto:privacy@cea-team.com
mailto:privacy@cea-team.com
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The data we collect is different depending on our relationship with you, for instance, whether you are a customer 
of CEA, a member of the CEA team, a supplier, or someone visiting our website or other social media. 

3.2. What information we collect 
The data we collect is different depending on our relationship with you, for instance, whether you are a customer 
of CEA, a member of the CEA team, a supplier, or visitor to our website. 

3.2.1. Contact details 
We collect your name, address, telephone number, email address. If your information is provided as part of our 
services to you or your employer, those details will only ever be processed in accordance with the contract 
between you or your employer and us. 

3.2.2. Financial information 
We will retain records of any financial transaction with us. 

3.2.3. Data that identifies you 
Your IP address, browser type and version, time zone setting, browser plug-in types, geolocation information 
about where you might be, operating system and version, etc.  

3.2.4. Data on how you use CEA’s website 
Your URL clickstreams (the path you take through our site), products/services viewed, page response times, 
download errors, how long you stay on our pages, what you do on those pages, how often, and other actions. 

3.2.5. Sensitive Data 
We don’t collect any "sensitive data" about you (like racial or ethnic origin, political opinions, 
religious/philosophical beliefs, trade union membership, genetic data, biometric data, health data, data about 
your sexual life or orientation, and offences or alleged offences) except when we have your specific consent, or 
when we have to in order to comply with the law. 

CEA is a business-to-business service directed to and intended for use only by those who are 18 years of age or 
over. We do not target our services at children, and we do not knowingly collect any personal data from any person 
under 16 years of age. 

3.3. Why we collect this information 
The information which you provide to us, along with other information relating to you, will be held by CEA, and 
used for the following purposes, and under specific lawful basis or lawful reasons. 

The law allows for different ways to legally process personal data (and additional ways for sensitive personal 
data). Only some of these are relevant to how we process data:   

 

PURPOSE DATA PROCESSED LEGAL BASIS 
Business 
Governance 

Delivery of our services 
Statutory and financial reporting and other regulatory 
compliance purposes 
Transfers of data to those required to be involved in order 
to carry out those purposes 

Contract 
Legal Obligation 
Legitimate Interests 
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Administration & 
Operational 
Management 

Responding to solicited enquiries 
Providing information and services 
Research 
Data Analytics 
Employment and recruitment administration 

Contract 
Legitimate Interests 

Internal Record 
Keeping 

Records (including contact details) of those who we have 
provided services to. 
Records of those we have received enquiries and 
communicated with. 

Legitimate Interests 
Legal Obligation 

Marketing 
Communications 

Sending marketing information about our services, 
promotions and relevant promotional materials. 

Consent 

Contracted 
Services 

Fulfilling contractual obligations entered into with 
customers 

Contract 

3.3.1. Legitimate Interests 
Personal data may be legally collected and used if it is necessary for a legitimate interest of CEA, if its use is fair 
and does not adversely impact the interests, rights and freedoms of the individual concerned. 

When we use your personal information, we will always consider if it is fair and balanced to do so and if it is within 
your reasonable expectations. We will balance your rights and our legitimate interests to ensure that we use your 
personal information in a reasonable way. Our legitimate interests include: 

 Company Governance: including statutory and financial reporting and other regulatory compliance 
purposes, and transfers of data to those required to be involved in order to carry out those purposes. 

 Administration and operational management: including responding to solicited enquiries, providing 
information and services, research, data analytics, events management, the administration of 
employment, and recruitment requirements. 

4. Employees  
In addition to the information in this Notice, there are some individuals whose personal data is used for specific 
purposes that are covered by other privacy statements: 

4.1. Applicants 
As part of any recruitment and joining process, CEA collects and processes personal data relating to job 
applicants. 

4.2. Employees 
Once you have taken up employment with CEA, we will supply you with more details on the use and storage of 
your data using our Data Consent Form. 

5. People who use our Online Services 
We hold the details of the people who have requested our services so we can provide them. However, we only use 
these details to provide the service the person has requested. When people do subscribe to our services, they can 
cancel their subscription at any time and are given an easy way of doing this. 
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5.1. Electronic Communications 

5.1.1. People who contact us via social media 
We manage our social media interactions via Facebook, LinkedIn, Twitter, and Instagram. If you send us a private 
or direct message via social media, the message may be stored by the social media website as per their privacy 
policy. It will not be shared with any other third party by us. To view their privacy policies, visit:  

 
 Facebook - www.en-gb.facebook.com/full_data_use_policy 
 LinkedIn - https://www.linkedin.com/legal/privacy-policy  
 X (formerly Twitter) - https://x.com/en/privacy  
 Instagram - https://help.instagram.com/519522125107875/?helpref=uf_share  

5.1.2. People who email us 
Any email sent to us, including any attachments, may be monitored, and used by us for reasons of security and 
for monitoring compliance with office policy.  Email monitoring or blocking software is also used (Barracuda). 
Please be aware that you have a responsibility to ensure that any email you send to us is within the bounds of the 
law. 

5.1.3. People who message us via our websites contact form 
If you send us a direct message via the website, the message will be stored by Mailgun temporarily. It will not be 
shared with any other organisations or third parties. For more information about how Mailgun processes data, 
please see their Privacy Policy here: https://www.mailgun.com/privacy-policy   

5.2. Links to other websites 
Our website may contain links to other websites of interest. However, once you have used these links to leave our 
site, you should note that we do not have any control over that other website. Therefore, we cannot be responsible 
for the protection and privacy of any information which you provide whilst visiting such sites and such sites are 
not governed by this privacy statement. You should exercise caution and look at the privacy statement applicable 
to the website in question. 

6. Security and Performance 
We are committed to ensuring that your information is secure. To prevent unauthorised access or disclosure, we 
have put in place suitable physical, electronic, and managerial procedures to safeguard and secure the 
information we collect online and in completing our services to you. 

We process any personal data identified in this Policy where it is deemed necessary for the purposes of 
maintaining insurance coverage, managing risks, obtaining professional advice, or establishing, exercising, or 
defending legal claims, we do this for the proper protection of our business. We also process such data where 
processing is required to comply with a legal obligation to protect yours or another person’s vital interests.  

6.1. How we look after your data 
We ensure that there are appropriate technical controls in place to protect your personal details in accordance 
with current data protection legislation; this includes secure cloud servers, firewalls, and SSL encryption.  

6.2. How long we keep your data 
We keep your data for no longer than necessary for the purposes for which it was collected, considering guidance 
issued by the Information Commissioner’s Office (ICO). 

http://www.en-gb.facebook.com/full_data_use_policy
https://www.linkedin.com/legal/privacy-policy
https://help.instagram.com/519522125107875/?helpref=uf_share
https://www.mailgun.com/privacy-policy
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The length of time that data will be kept depends on the reasons for which we are processing the data as well as 
any applicable or regulations that the information falls under, such as financial regulations, Health and Safety 
regulation etc., or any contractual obligation we might have – such as local government contracts. 

For example, we will keep a record of financial transactions for six years to comply with HMRC rules. 

If you request to receive no further contact from us, although we will act on that, we will keep some basic 
information about you on our suppression list to enable us to comply with your request. 

6.3. How secure is the data we collect? 
We have physical, electronic, and managerial procedures to safeguard and secure the information we collect. 

And please remember: 

 You provide personal data at your own risk: unfortunately, no data transmission is guaranteed to be 100% 
secure 

 If you believe your privacy has been breached, please contact us immediately at privacy@cea-team.com   

6.4. Where do we store the data? 
The personal data we collect is processed at our offices and in any data processing facilities operated by the third 
parties identified above. 

By submitting your personal data, you agree to the transfer, storing, and processing by us. If we transfer or store 
your information outside the UK in any way, we will take steps to ensure that your privacy rights continue to be 
protected as outlined in this Privacy Notice. 

6.5. How we monitor our data security 
CEA is committed to ensuring the security of your Personal Data.  Your information is stored using appropriate 
technical and organisational measures to ensure its security, we monitor this by: 

 regular review of security measures of all data storage systems and emerging security risks  

 regular training of our staff that access the information. We keep your personal information in accordance 
with our Retention Policy, which considers:  

 the purpose(s) for which the information was collected and how long we need to keep the information to 
achieve the purpose   

 any applicable legal, accounting, reporting or regulatory requirements to keep the information.  

6.6. Transferring your information out of the UK  
We may transfer your Personal Data out of the UK where our service providers referred to above are based outside 
or have servers outside the UK.  Whenever we transfer your personal data out of the UK, we ensure a similar degree 
of protection is afforded to it by ensuring one of the following safeguards is implemented:  

 We ensure that the country we are transferring the data to has been deemed under UK data protection 
laws to provide an adequate level of protection for Personal Data.  

 If the country has not been deemed to provide an adequate level of protection, we use specific contracts 
approved for use under UK data protection laws which give Personal Data an equivalent level of 
protection as it has in the UK. 

7. Third Parties 
As part of our services to you, and in the day to day running of our business, we use some third-party support or 
software. Before contracting with any supplier, we review their data protection policies and processes to ensure 
that your (and our) data will be suitably protected when processed by them and assess where their data is stored.  

mailto:privacy@cea-team.com
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7.1. Use of Third Parties 
The legal basis for processing this data is both our legitimate business interests, namely the proper administration 
of our business, consent, or the performance of a contract between us and/or taking steps, at your request, to 
enter such a contract.  

A summary of our online based suppliers are listed below: 

 

Microsoft 365 
We use Microsoft 365 to manage all our email communications, and we use 
SharePoint to store our electronic files and data. You can review their privacy 
policy here: https://www.microsoft.com/online/legal/v2/?docid=43  
 

 

Xero Accounting 
We use Xero for our own accounting software. Xero take their responsibilities 
under GDPR seriously. That’s why they’ve embarked on a programme to 
identify which measures they need to implement to be compliant with GDPR. 
You can read more about their privacy processes here: 
https://www.xero.com/uk/about/terms/privacy/ and 
https://www.xero.com/uk/gdpr/  
 

 

Microsoft Azure 
Microsoft Azure is used to support our IT security. Their privacy notice can be 
found at https://privacy.microsoft.com/en-gb/privacystatement  
 

 

Adobe Cloud 
Adobe Document Cloud is sometimes used to manage our pdf and e-
signature solutions https://www.adobe.com/uk/privacy.html  

 

HubSpot 
Hubspot is used within CEA as our Client Relationship Management (CRM) 
system. Their privacy notice can be found at: 
https://legal.hubspot.com/privacy-policy  
 

  

8. Cookies & Analytics 
If you browse, read pages, or download information from our website, we will gather and store certain limited 
information about your visit. This information collected or stored is used by us only for the purpose of improving 
the content of our web services and to help us understand how people are using our services.  

8.1. Google Analytics 
Our website uses Google Analytics, a web analytics service provided by Google, Inc. ('Google'). Google Analytics 
uses cookies (text files placed on your computer) to help the website operators analyse how users use the site. 
The information generated by the cookie about your use of the website (including your IP address) will be 
transmitted to and stored by Google on servers in the United States. 

Google will use this information for the purpose of evaluating your use of the website, compiling reports on 
website activity for website operators and providing other services relating to website activity and internet usage. 
Google may also transfer this information to third parties where required to do so by law, or where such third 
parties process the information on Google's behalf. Google will not associate your IP address with any other data 
held by Google. Under the Data (Use and Access) Act 2025, analytics cookies of this kind are exempt from consent 
requirements, provided they are used solely for aggregate statistical purposes and do not involve cross-site 

https://www.microsoft.com/online/legal/v2/?docid=43
https://www.xero.com/uk/about/terms/privacy/
https://www.xero.com/uk/gdpr/
https://privacy.microsoft.com/en-gb/privacystatement
https://www.adobe.com/uk/privacy.html
https://legal.hubspot.com/privacy-policy
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tracking. However, you have the right to opt out at any time using Google’s opt-out tool (linked below). We also 
provide a prominent opt-out mechanism in our cookie settings on the website. 

Google Analytics automatically collects and stores the following information about your visit: 

 

 The Internet Protocol (IP) address and domain name used. The IP address is a numerical identifier 
assigned either to your internet service or directly to your computer. We use the IP address to direct 
internet traffic to you. This address can be translated to determine the domain name of your service 
provider (e.g., abccompany.com, xyz-school.edu, and so on) 

 The type of browser and operating system you used 

 The date and time you visited this site 

 The web pages or services you accessed at this site; and 

 The website you visited prior to coming to this site. 

 

The legal basis for processing this data is both our legitimate business interests, namely monitoring and improving 
our website and services. 

8.2. Use of cookies  
Cookies are small text files that are placed on your computer by websites that you visit. They are widely used to 
make websites work, or work more efficiently, as well as to provide information to the owners of the site. 

You can choose to accept or decline cookies. Most web browsers automatically accept cookies, but you can 
usually modify your browser setting to decline cookies if you prefer. This may prevent you from taking full 
advantage of the website. To find out more about cookies, including how to see what cookies have been set and 
how to manage and delete them, visit www.aboutcookies.org or www.allaboutcookies.org. To opt out of being 
tracked by Google Analytics across all websites visit http://tools.google.com/dlpage/gaoptout. 

9. Complaints and Queries 
CEA tries to meet the highest standards when collecting and using personal information. For this reason, we take 
any complaints we receive about this very seriously. We encourage people to bring it to our attention if they think 
that our collection or use of information is unfair, misleading, or inappropriate. We would also welcome any 
suggestions for improving our procedures. Under the Data (Use and Access) Act 2025, you also have a statutory 
right to complain directly to us about how your personal data is processed – see the “Data Protection Complaints 
Procedure” section below for full details of how to make a complaint and what to expect. 

This privacy notice was drafted with brevity and clarity in mind. It does not provide in exhaustive detail of all 
aspects of CEA collection and use of personal information. However, we are happy to provide any additional 
information or explanation needed. Any requests for this should be sent to the address below. 

9.1. People who make a complaint to us 
When we receive a complaint from a person, we make up a file containing the details of the complaint. This 
normally contains the identity of the complainant and any other individuals involved in the complaint. 

We will only use the personal information we collect to process the complaint and to check on the level of service 
we provide. We do compile and publish statistics showing information like the number of complaints we receive, 
but not in a form which identifies anyone. 

We usually need disclose the complainant’s identity to whoever the complaint is about. This is inevitable where, 
for example, the accuracy of a person’s record is in dispute. If a complainant doesn’t want information identifying 
him or her to be disclosed, we will try to respect that. However, it may not be possible to handle a complaint on 
an anonymous basis. 

http://www.aboutcookies.org/
http://www.allaboutcookies.org/
http://tools.google.com/dlpage/gaoptout
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We will keep personal information contained in complaint files in line with our retention policy. This means that 
information relating to a complaint will be retained for two years from closure. It will be retained in a secure 
environment and access to it will be restricted according to the ‘need to know’ principle. 

Similarly, where enquiries are submitted to us, we will only use the information supplied to us to deal with the 
enquiry and any subsequent issues and to check on the level of service we provide. 

10. Controlling your Personal Information 
We confirm that: 

 We will not sell, distribute, or lease your personal information to third parties unless we have your permission or 
are required by law to do so. 

 You may request details of personal information which we hold about you under the Data Protection Act 2018 
and UK GDPR.  

 If you believe that any information, we are holding on you is incorrect or incomplete, please write to or email us 
as soon as possible, at the above address. We will promptly correct any information found to be incorrect. 

10.1. Access to personal information 
CEA tries to be as open as it can be in terms of giving people access to their personal information. Individuals can 
find out if we hold any personal information by making a ‘subject access request’ under the Data Protection Act 
2018 and subsequent legislation. If we do hold information about you, we will: 

 give you a description of it; 
 tell you why we are holding it; 
 tell you who it could be disclosed to; and 
 let you have a copy of the information in an intelligible form. 

To make a request to CEA for any personal information we may hold you need to put the request in writing 
addressing it to our Data Protection Officer at our registered office or emailing it to the address provided below. 

 By email to our Data Protection Officer: privacy@cea-team.com 
 By post to: Data Protection Officer, CEA, Mountbatten House, 1 Grosvenor Square, Southampton, SO15 

2JU 
 Via our website contact form at: http://www.cea-team.com/ 

If you agree, we will try to deal with your request informally, for example by providing you with the specific 
information you need. You will be asked for proof of your identity before we are able to provide you with the 
information requested. 

We will provide you with the information within one month of your request, unless doing so would adversely affect 
the rights and freedoms of another (e.g., another person’s confidentiality). We’ll tell you if we can’t meet your 
request for that reason. 

10.2. Your rights 
Under the UK GDPR and the Data Protection Act 2018, you have the following rights in relation to your personal 
data: https://ico.org.uk/for-the-public/   

These rights include: 
 Right of access – to request a copy of the personal data we hold about you (a subject access request). 
 Right to rectification – to have inaccurate or incomplete data corrected. 
 Right to erasure (“right to be forgotten”) – to request deletion of your data where there is no compelling 

reason for us to continue processing it. 
 Right to restriction of processing – to ask us to pause processing your data in certain circumstances. 
 Right to data portability – to receive your data in a structured, commonly used format so it can be 

transferred to another organisation. 

https://ico.org.uk/for-the-public/
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 Right to object – to object to processing based on legitimate interests (including profiling). This right 
applies where CEA relies on legitimate interests as its lawful basis, and we must stop processing unless 
we can demonstrate compelling legitimate grounds that override your interests, rights, and freedoms. 

 Rights related to automated decision-making – to request human review of any decision made solely by 
automated means that has a significant effect on you. 

To exercise any of these rights, please email our Data Protection Officer at privacy@cea-team.com. We will 
respond within one month. Please visit the ICO website for further detail: https://ico.org.uk/for-the-public/ 

11. Data Protection Complaints Procedure 
Under the Data (Use and Access) Act 2025, you have a statutory right to complain directly to CEA if you believe we 
have failed to comply with UK data protection law in relation to your personal data. This section explains how to 
do so and what to expect. 

11.1. How to submit a complaint 
You can submit a data protection complaint to us in any of the following ways: 

 By email to our Data Protection Officer: privacy@cea-team.com 
 By post to: Data Protection Officer, CEA, Mountbatten House, 1 Grosvenor Square, Southampton, SO15 

2JU 
 Via our website contact form at: http://www.cea-team.com/ 

We accept complaints submitted in any form, including via social media. Please include as much detail as 
possible to help us investigate promptly. 

11.2. What happens next 
 Acknowledgement: We will acknowledge receipt of your complaint promptly. 
 Investigation: Our Data Protection Officer will make reasonable enquiries and investigate the matter. 
 Response: We will inform you of the outcome, our decision, and any action taken, in plain and 

accessible language. 
 Timeframe: We aim to resolve complaints within one month. We will notify you if additional time is 

required and explain the reason for any delay. 

11.3. Escalation to the ICO 
If you are not satisfied with our response, or if you feel we have not dealt with your complaint appropriately, you 
have the right to escalate your complaint to the Information Commissioner’s Office (ICO), the UK’s supervisory 
authority for data protection. The ICO can be contacted at: 

 Website: https://ico.org.uk/make-a-complaint/ 
 Telephone: 0303 123 1113 
 Post: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 

12.  Feedback 
CEA invites all parties to provide feedback on its procedures, including suggestions for improvement. Please 
provide any feedback to a member of the IMS Management Team. 

 

 

https://ico.org.uk/for-the-public/
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